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Introduction

Online Social Networks are sites that make it possible for people to connect with each
other to form communities and share content. Communities of people are created to
connect people with similar interests, backgrounds or goals. Shared content may include
amongst others videos, photos, articles as well as user profiles and activities. Users may
comment, rate and tag content, engage in conversations and in a variety of activities
including participating in multiplayer games.

In recent years, the widespread adaptation of Online Social Network (OSN) platforms
resulted in the creation of huge amounts of user generated content. Data collected from
the online interactions and the explicit relationship links and profile information of their
users offer a rich source for various data analysis tasks. In addition, the users of OSNs
constitute a large community of potential customers, trend creators, and opinion makers.

Social networking tools have been developed to capitalize on the new opportunities
offered by OSNs and to take advantage of the APIs offered by the social networks to
build advanced functionality. APIs are offered by most of the popular social networks.
APIs allow access to the OSN public data such as to user profiles and other user-
generated content. Based on the functionality APIs offer, search and monitoring tools
offer functionality for searching or monitoring the huge amount of user generated
content towards discovering useful information.

INTERSOCIAL Monitoring Tool is a keyword-based search, where the user specifies
one or more keywords or terms of interest. The tool returns any public content that
match the keywords, came from Facebook and Twitter. Search and monitor are
parameterized among a variety of dimensions, such as time and geography. Search is
based on the information currently being generated, including historic data collected over
a specific period of time.

The use of the INTERSOCIAL Monitoring Tool is proposed for enhancing SMEs social
presence by permitting SMEs through a friendly user interface to define sets of keywords
and thus generate related Facebook and Twitter streams of what social network users are
talking about.

In the following Sections we describe the architecture, implementation and development
of the INTERSOCIAL Monitoring Tool. Main features of INTERSOCIAL Monitoring
Tool and how it can be used are also described in the form of simple examples. Finally,
results from the evaluation report are also presented.

Architecture
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INTERSOCIAL Monitoring Tool (Figurel) consists of 2 layers the access and the
processing layer.
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Figure 1: INTERSOCLAL Monitoring Tool architecture

Access Layer: INTERSOCIAL Monitoring Tool asks access and permission to user via
SDK and login dialog. After user’s permission, an access token is returned back to
INTERSOCIAL Monitoring Tool and search and monitoring are ready to be used. For
developing the access layer we used the open source Facebook PHP SDK [1] that allows
the access on Facebook Platform, and the open code libraries TwitterOAuth [2] and
tmhOAuth [3].

Processing Layer: Depending on user’s search options we collect all public relevant
posts from Facebook, Twitter or both. We filtering them so to keep the 50 more updated
of each category, and we order them by date of post using pagination method. User can
see relative public posts with detailed information of users of both networks. For
developing the processing layer we used php and javascript libraries for implementing
data visualizations.

Development

Development: Facebook Part

Facebook gives the access to its user to develop different kind of applications. Users who
wish to be Facebook developers have to verify first of all their Facebook accounts

(Figure 2).
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facebook Q Hi Ska, what do vou need help with?

{4} Help Centre » Get Started on Facebook » Signing Up English (U3}
Create an Account I just signed up. How do I verify my account?
Confirrn Your Emal Address After yau log in, you can verify your account by adding a mabile number o it, Enter your mobile number,
starting with the country code (ex: 1 for US numbers), we'll send you a confirmation code as a text message.
Enter this code into the space provided to verify your account.
Bugs 8 Known Issues You can also do this from your Mobile Settings page (Account = Account Settings = Mobile),
Back Mote that you can only use your mobile phone to verify one account,

After you verify your account, you can take advantage of more of Facebook's features. For example, once your
account is verified you can personalize your timeline URL by adding & username to your account,

Was this answer helpful? Yes * No Permalink * Share

Figure 2: Verification of user’s Facebook account

After that, users can visit Facebook developers’ webpage and click on Apps tab (Figure
3) in order to create a new application (Figure 4).

faceba k deVeIOperS Search Facebook Developers Q Docs Tools Support News  Apps

Eddie O’Neil cooked a meal with Cooking App

Share Dialog

Sharing made simple

ios Android Web

Integrate Facebook with your native i0S apps. Integrate Facebook with wour native Android apps. Inkegrate Facebook with your website or hast your apps
in Facebook,com,

Latest Updates Object API Showcase

B Flatform Status: Facebook Flatform is Healdy

Introducing Embedded Posts 0 bj ect API . i
B 31 July by Dave Capra o Create Open Graph Objects Sp@tl'fv Winterest ticketmaster

A new path to discovery for mobile games . 57 R-.)gt_.*.:E =
30 July by Vickor Medeiras LG A Foodspotting TiyuEos

Easlly integrate Open Graph Objects inta your apps. Warks
More b on mobile and web - no web server nesded! Learn more

See how companies make their sites personalised and social
with Facebook

Figure 3: Facebook developers’ web page



INTERSOCIAL Project D3.3.1: Social Networks monitoring tool

Create New App

App Name [?] ||

App Namespace [?] | Optional
App Category [?] | Other - Choose a sub-categary

Web Hosting [?] [[] Yes, T would like Free web hosting provided by Heroku (Learn More)

By proceeding, you agree to the Facebook Platform policies

Figure 4: Creating a new Facebook app

We have already done the procedure above and we created the application called
INTERSOCIAL, which indicates the Facebook Part of the INTERSOCIAL Monitoring
Tool (Figure 5).

faceboﬂk dEVElOpErS Search Facebook Developers Q Docs Tools Support News  Apps \o m -
Settings Apps » INTERSOCIAL » Basic
Basic

Developer Roles
Changes saved. Mote that your changes may take several minutes to propagate ko all servers,

Permissions
Payments
Real-time updates INTERSOCIAL
Advanced App ID: 220940351 386560
App Secret:  5934bSha?blcdezf0958075258d258efa (reset)
App Details @ This app is live (Vishble to all users)
Review Status
Basic infy
Open Graph asic info
Laocalize Display Name: [7] INTERSOCIAL
Alerts Namespace: [?]
Insights Contact Email: [?] info@ekoletsou, gr
App Domains: [?] Enter your site domains and press enter
Hosting URL: (7] You have not generated a URL through one of our partners (Get one)
Related links

Sandbox Mode: (7] () Enabled (® Disabled

Use Debug Toal

Use Graph API Explarer Select how your app integrates with Facebook

Use Object Browser

See App Timelin Yiew < Website with Facebook Login

Delete &pp Site URL: [2] http: }{dmod. eufintersocialmonitoringtoolfindes. php
Q& App on Facebook Use my app inside Facebook.com.
Qﬁ Mobile Web Bookmark my web app on Facebook mobile.
Q? Mative i0S App Publish from my i05 app to Facebook.
<7 Native Android App Publish from my Android app to Facebook.
Q& Page Tah Build a custom tab for Facehook Pages.

Figure 5: The INTERSOCLAL Facebook app

The Facebook Part of the INTERSOCIAL Monitoring Tool is based on the Facebook
Platform. The Facebook Platform is a set of APIs that make an application more social.
By using Facebook Login to sign in users with their real identities, calling the Graph API
and using Open Graph to retrieve posts based on user’s keyword search. The
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INTERSOCIAL Monitoring Tool uses the open source Facebook PHP SDK that allows
the access on Facebook Platform.

The Facebook SDK for PHP provides a rich set of server-side functionality for accessing
Facebook's server-side API calls. These include all of the features of the Graph API and
FQL. The SDK is used to perform operations as an app administrator, and also to
perform operations on behalf of the current session user. By removing the need to
manage access tokens manually, the SDK greatly simplifies the process of authentication
and authorizing users for an app (Figure 6). So, it supports authentication for
INTERSOCIAL Monitoring Tool using the users' Facebook account. On the server-
side, the SDK provides helper-methods to authentication, requesting permissions, and
logout. ~ This  functionality is  provided by the  Facebook:getUser(),
Facebook::getlLoginUrl() and Facebook::getlLogoutUrl() methods.

Searchin M Facebook [ Twitter

Please type wour keyword:

loannina n

In order to uze the Facebook search fetaure wou need -E to wour account first.

facebook =

Facebook Login

Email or Phone:
Password:

[keep me logged in

or i uporFocebook

Forgotten your password?

EMunvika English [US) Espafiol Portugués (Brasl) Francais (France) Deutsch Itallano dull Fedl bz (@ih)

Moble  Find Friends  Gadges People Fages  Flacss  Apps Games  Music
Apout  Crests Advert  CrestePage  Developers  Caresrs  Privacy  Cookies  Terms Help

Facebook © 2013 * Englsh (LK)

INTERSOCIAL would like to access your public profile
and friend list

Cancel U

Figure 5: Process of anthentication and anthorizing users for INTERSOCLAL Monitoring Tool app
When someone connects with an application using Facebook Login, the application will
be able to obtain an access token which provides temporary, secure access to Facebook
APIs.
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An access token is a random string that identifies a User, App or Page session and
provides information about granted permissions. Access tokens are obtained via a
number of methods, each of which are covered later in this document. The token also
includes information about when the token will expire and which app generated the
token. Because of privacy checks, the majority of API calls on Facebook need to include
an access token. The type of access token that INTERSOCIAL Monitoring Tool app
uses are App Access Token and Users Access Token (Figure 7). This kind of access
token is needed to modify and read the app settings. It is a pre-agreed secret between the
app and Facebook that the app passes in with the API calls to prove its authenticity. User
Access Token is needed anytime the app calls an API to read, modify or write a specific
person's Facebook data (their profile, photos etc.). This can be thought of as a limited
and time bound permission that someone grants the app. In essence it is a temporary
password that the app can use on behalf of the person. User access tokens are generally
obtained via a login dialog and require a person to permit your app to obtain one.

Access Token Tool

Tools » Access Token Tool

Here are access tokens For all your apps bound b your own user, They expire just like normal access tokens, so don't hard cade them into your applications, but they should be useful For testing.
IF wou want to debug an access token issue, try using the access boken debugger.

INTERSOCIAL

User Token
CAADTEbDyS0ABACIEcSe ) 0UannYHKe ZRLEA0 Iz TdbAZEy 2K PRDp dIQFMOLLHN Lo 84k 600z 52w c At I Ip SGEE T3HOFCuiETFP 8T8 0 Yufhila Debug
ZBG] swefCnk49TKFO0BhEn3ZAp KOVn0p SCTETDx M SEZCwEEn 1 1016 ¥ 70T Svk TwZDED

App Token
2209403813586560 ] a31HNQ02dLg0k2Twl] ] Tn-0ywls Debug

Facebook @ 2013 * English (UK) Asbout  Advertising  Careers  Platform policies  Privacy policy
Figure 7: Getting client credentials
Development: Twitter Part

The Twitter platform offers access to its corpus of data, via its APIs. Each API
represents a facet of Twitter, and allows developers to build upon and extend their
applications in new and creative ways. It is important to note that the Twitter APIs are
constantly evolving, and developing on the Twitter Platform is not a one-off event. To
create Twitter Part for the INTERSOCIAL Monitoring Tool we also used open code
libraries TwitterOAuth and tmhOAuth, as we mentioned before.

To use both libraries above with the Twitter API is needed TwitterOAuth.php,
OAuth.php and client credentials. We request and get temporary client credentials from
Twitter by registering our application at dev.twitter.com/apps (Figure 8). After we have
temporary credentials, we send the user an authorized URL for Twitter of the form:
https:/ /api.twitter.com/oauth/authenticateroauth_token=XXX
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’ Developers AFlHeakth Blog Discussions  Documantation =1 Signin

Sign in with your Twitter account
Plaase log into accass that page
Username; *

Password: *

W1 ollow Citwitteraps
Figure 8: Getting client credentials

The Twitter Part of the INTERSOCIAL Monitoring Tool does not demand the Twitter
login of its users. By pressing search button user authorizes automatically access and
returns from Twitter. Then, libraries rebuild objects with client credentials and temporary
credentials, and get token credentials from Twitter. These are specific to the application
and user will act like password to make future requests. With client credentials and token
credentials objects are rebuilt and finally user can make requests authenticated as the
user. We use the GET API method to present the retrieved results on the screen.

How to Use

INTERSOCIAL Monitoring Tool is a Facebook and Twitter specific search engine, built
upon Facebook's and Twitter's publicly available APIs, which are enabled to search for
specific keywords/texts on the Timelines of Facebook and Twitter subscribers which
they had denoted as being "Public" (Figure 9).

INTERSOCIAL

MONITORING

Hello there,

Home  Intersocial  About Monitoring

Search in ¥ Facebook [ Twitter

Please type your keyword.

Stay Social with «»
INTERSOCIAL

f k& o
Figure 9: INTERSOCIAL Monitoring Tool
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User can select to search and retrieve public posts from Facebook, Twitter or both. In
the example below (Figure 10), user tries to find public Twitter posts (1) by using the
keyword “loannina” (2). Using pagination that permits the appearance of 10 results in
each page (3), the INTERSOCIAL Monitoring Tool retrieves the recent 50 (maximum)
Twitter results (4-5). Users can also click on user’s profile link of each result in order to
go over on their Twitter profile.

Search in DFathDD e
Please type your keywor
Stay Social with I\oarmina
INTERSOCIAL j
Page [1]2|2[4]5]

=]

f & oo &
Ao yde B vEwy BETEy - SETTEURpIog -Midvesvs - EToipeia Marketing - ludwve: Eraipsio a1o... hitp:/itco/nTIDRWVIDZ #inleed

#loannina

n Joga Sportivo °
' (&)

RT To Katerina{PrivCode} ... Came 1o lodnnina, Greece and like a Flash retuming to Réthimnon, Greece hitpit.coirGRT INIxE

« JobFinder
®

Znreiton ouvepydnide yio pETIKG ypagsio - ARpog lwawa Ty, ZHTEITAl ousepyd 8o yia Jer.. hitp:/itconviuFygragass sfhdeed
#loannina

RS Onomatopée ®

(&)

RT @AnemoneB_: § answesh J'en ai marre moi de ['école |

Vasilis Noukos
ﬂ : ' (€
E—

Figure 10: Post results from Twitter on INTERSOCLAL Monitoring Tool

Similarly, Figure 11 demonstrates the recent 50 (maximum) results from Facebook and
respectively the recent 50 (maximum) results from Twitter, and Figure 12 demonstrates
the recent 50 (maximum) results from Facebook only.

v sy
A -
Search in B Facebook B Twiter
Please bype your keyword
Stay Social with leannina
INTERSQCIAL
_ Fage | 112101818187 0]
i Panos Mpiselas
foE oo - LE!

Kalheratra apo i Omoré loannina mis e pol sesth k usia pol agap <3

. Dimitris Liaros

Afaste of stonerfolk from Villagers of loanning City” gela sou Markos Voodoorakls me tis eplioges oy

ﬂ Martis Tolis
A AC- v

it 34ng ExBronc Moppakening G
I N1 e o Mossi die B Palmos
Migiang KATHMOP LA

JobFinder
)

Anoyud B viuy BERY - ZETIEUHIG -dveoe - ETaioda Marketing - Wedvrv Efaipein a1o... it comTICIEVODZ #indeed
F|aannina

m Joga Sportivo
-

Figure 11: Post results from both Facebook and Twitter on INTERSOCLAL Monitoring Tool
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Figure 12: Post results from Facebook on INTERSOCLAL Monitoring Tool

Evaluation

INTERSOCIAL Monitoring tool was introduced to four SMEs with diverse profiles and
SM needs, but all of them established at the area of Ioannina, Epirus, in Greece. These
SMEs are: Berris S.A., an industry of bakery and related goods, Lakmos Plast S.A., a
plastics industry, Archontiko Boyarou, an agricultural enterprise, and Gkountas, a
traditional silversmith shop. INTERSOCIAL Monitoring tool was used for a period of
four months. During this period, INTERSOCIAL Monitoring tool’s usability and
usefulness was evaluated through semi-structured interviews.

Some selected results are:

“It’s really an interesting tool for my business.”

“Easy to learn it, easy to use it, I access it almost every day.”
“I would like a mobile app also for this tool.”

‘It helped me understand better my customers by reading their comments about my
company and my products.”

Conclusion

We presented the architecture and the main features of INTERSOCIAL Monitoring
tool. Functionalities and how it can be used from SMEs described using example case
studies. Main purpose of INTERSOCIAL Monitoring tool is to help SMEs find
information within the huge amount of social media data. This functionality can be used

12
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for understanding what users are saying about a specific subject, which is particularly
important especially for an SME.
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